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U.S. meat prices rise after cyberattack hits world's largest meatpacker JBS
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JBS, the world's largest meat process-

berattack on the larg-
est fuel pipeline oper-
United

month,

ator in the
States  last
ing company, was also targeted in a
ransomware attack. JBS was forced to
shut down production in many of its
factories in North America and Aus-
tralia, resulting in a surge in meat
prices in the U.S. wholesale market.
Since more than half of China's beef

imports from the U.S. last year were

processed and produced by JBS, there
could be a significant impact on Chi-
na's and even the international mar-
ket. Yet, JBS said it would be able to

resume operation at most plants short-
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ly. The White House once again

attack, while the Russian Deputy For-
eign Minister Sergey Ryabkov said on
2 June that he had maintained con-
tact with the U.S. to discuss the issue.

JBS did not disclose the amount of
ransom demanded by hackers, but
just said that the operation of the com-
pany's Australian plants was totally
suspended on 1 June and 2 June, so
as its U.S. beef plants, while that of
its plants in Canada was also tempo-
rarily ceased. Argentina in South
America, as the world's fifth biggest
meat exporter, was also adversely im-
pacted and eventually announced
a 30-day ban on all meat exports in
this regard.

Headquartered in Brazil, JBS ex-

ported a total of US$13.6 billion (ap-
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meat globally last year, and the Chi-
nese market accounted for nearly
one-third of its exports. It was estimat-
ed that the company controlled about
20% of the slaughtering capacity for
U.S. cattle and hogs, and impacts on
the U.S. meat market had already
been seen. According to estimates
from the U.S. Department of Agricul-
ture, U.S. meat processors' cattle
slaughter volume on 1 June had de-
creased by 22% from a week earlier,
and a reduction of 20% was also re-
corded for that of hogs, while the
wholesale price had increased as a re-
sult.

JBS said there was no evidence at
the moment showing that any custom-

er, supplier or employee data had
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been compromised, and since the
company's backup servers were not af-
fected, it had been working hard to re-
store the computer systems with assis-
tance of an external cybersecurity
firm. Most plants were expected to re-
sume operation shortly but it would
take time to achieve full recovery.

The

Karine Jean-Pierre said the ransom-

White House spokeswoman

ware attack was believed to be per-
formed by a criminal organization like-
ly based in Russia, hoping Russia
would understand that "responsible
states do not harbor ransomware crim-
inals". The Cybersecurity and Infra-
(CISA)

under the Department of Homeland

structure Security Agency

Security said it would provide techni-
cal support for JBS, and the Federal
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(FBI)

was

investigating the case, while the White
House was paying close attention to
whether the meat supply would be af-
fected.

Brett Callow, a threat analyst at
the cybersecurity firm Emsisoft, point-
ed out that key commodity suppliers
such as JBS were extremely vulnera-
ble to cyberattacks as hackers believed
that these enterprises would swiftly
pay the ransom. Jason Crabtree,
co-founder of the artificial intelligence
and  machine learning company
QOMPLX, said top courier compa-
(Fe-
and others might also be target-

nies such as Federal Express
dEx)
ed, advising them to strengthen the ca-
pacity of detecting bad actors in their
systems to rapidly respond to attacks.
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