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Preventing scams with face swapping technology starts with education
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The Hong Kong Police Force
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volve the new "deepfake technology", in which

has appointed four police inspec-
tors as "Anti-deception Officers",
and urged the public to be on the

alert for new types of scams that in-

scammers use artificial intelligence (Al) to replace
someone's face or voice. These scams are spread-
ing rapidly around the world and warrant a high
degree of vigilance in Hong Kong although they
have not yet hit the city. The most basic way of
combatting such scams is to educate the public to
recognise them and take precautions in the very
beginning. The Police and local organisations
should work together to educate the public on tips
for preventing Al-driven frauds and enhance their
ability to guard against such scams, and at the
same time find out the patterns of Al-driven
frauds as soon as possible and crack down on
them.

Seeing 1s not necessarily believing. The "close
relatives and good friends" you see in social media
videos turn out to be shams that fraudsters make
by replacing their faces or voices with Al technolo-

gy. Such scams with "deepfake technology" are

spreading globally. According to the statistics of
technology companies, scams with "deepfake tech-
nology" climbed to 2.6% of the total number of
frauds in the first quarter of this year in the Unit-
ed States, 4.6% in Canada and more than 5% in
European countries such as the United Kingdom,
Germany and Italy. On 24 May, the Internet Soci-
ety of China issued a warning that, with the open-
ing-up of deep synthesis technology and the re-
lease of its source code, deep synthesis products
and services were gradually increasing, and it be-
came a common occurrence that fake audio or vid-
eo with the voices or faces replaced by Al were
used for fraudulence or defamation.

The Hong Kong Police Force has not yet re-
ceived any reports of Al-driven scams, but it has
received two enquiries from citizens, including
fraudulent investment cases and blackmail in
which victims' faces are stolen during naked chats
and transposed to pornographic videos. It indi-
cates that new types of frauds using Al deepfake
technology such as "face swapping" and "voice
swapping” are ready to hit Hong Kong. The study
of the characteristics of such frauds in different

countries concludes three types of scams: the first

is telephone scams : scammers mimic the voice of
a specific person, such as a family member, friend
or celebrity, to gain the victim's trust and then
commit fraud. The second is financial scams: the
scammer gains the trust of the victim through vid-
co. The third is blackmail: the victim is intimidat-
ed and blackmailed with indecent photos into
which the face of the victim is transposed.

One of the most effective ways of tackling this
type of technology fraud is to educate the public
on fraud techniques and take precautions. If a
"friend or family member" requests a transfer of
money in a video or recording, be especially wary;
ask the person to slowly move his hand in front of
his face. If the video is produced by Al face-swap-
ping technology, the face will be deformed. Anoth-
er effective way is to set up watchwords with your
family members and friends, and try not to post
photos, voices and videos of you and your family
members on social media. The Police should iden-
tfy new features of Al-driven frauds in a timely
manner, draw up carly tips to prevent such scams,
and strengthen co-operation with local organisa-
tions to disseminate information to the public on

the features of such frauds and ways to prevent

them, so as to enhance citizen's ability to avoid
them.

The number of fraud cases in Hong Kong is
still on the rise—15,792 cases were recorded in
the first five months of this year, up 58% from
The

number of losses amounted to $2.11 billion, or an

9,988 cases in the same period last year.

average of $13 million per day, or one fraud case
every 10 minutes. However, the police's detection
rate has also improved this year, with 1,739 ar-
rests so far. In view of the increase in fraud cases
and the new tricks used, it is necessary for the Po-
lice to step up their efforts to combat fraud by ap-
pointing "Anti-deception Officers" and enhancing
publicity during "Anti-deception Month" in July
and August this year.

The Police should strengthen communication
with the central government and international co-
operation, and closely track the patterns and char-
acteristics of Al-driven frauds, so as to combat
them in a targeted manner to ensure the safety of
the public and consolidate the city's position as an

international financial centre.

@ Kevin Cheung (CUSCS Lecturer)
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It is rather unwise for him to quit his job and start
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Don't be over suspicious. You are a doctor, not a de-
tective. Let the cobbler stick to his last.
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He knows now it is better to let the cobbler stick to

running a restaurant.
should stick to his last.
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She should have stuck to her last and continued be-

He is a computer expert and

ing a journalist. She was not very good at writing novels.
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She doesn't talk much to her ultracrepidarian father
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who seems to know everything and never listens.
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He seldom comments on issues he has no knowledge
about. He doesn't want to be called an ultracrepidarian.
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his last. For all the bad comments on his performance

@ Lina CHU

in the movie, he has decided to quit acting and return ( linachus8 @gmail.com )

to his singing career.




