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Scammers Use Fake Apps to Steal Deposit through Smart Phone
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E A fraud syndicate has set up fake

X/

es, inducing victims to download unofficial mali-

online shopping pages on social me-
dia platforms to promote special of-

fers on food, travel and chartered bus-

cious cell phone apps implanted with Trojan
horse programs, so that they can secretly seizing
control of victims' cell phones, then get hold of
all the information of their online banks, includ-
ing their security passwords, which can be used
to steal the deposits of the victims without leaving
any traces. More than 4,000 people in Southeast
Asia have fallen into the trap of the fraudster,
with nearly half of the victims in Singapore and
Hong Kong losing more than HK$200 million.
The Hong Kong police found that some of the
Trojan horse programs sent by the fraudsters rent-
ed servers in Hong Kong, so they launched an op-
DISTANT-
HILL" together with the Singaporean and Malay-

eration code-named  "Operation
sian police earlier and arrested a total of 156 peo-
ple in the three places, including two backbones
of the fraud syndicate in Malaysia.

The Hong Kong Police recently announced

that in mid-2023, the Hong Kong Police and the

Singapore Police discovered that a criminal syndi-
cate was using online shopping as fraud. The syn-
dicate set up fake store pages on social media plat-
forms, such as Facebook or Instagram, claiming
to sell other goods or provide services, including
food, travel, chartered car services, etc. When a
public member contacted the fake shop owner,
they were told that the shop owner was not a
member of the syndicate and that the shop own-
er was not a member of the syndicate. When a
member of the public contacts the fake store own-
er to make an online purchase, the scammer will
ask the member of the public to continue the con-
versation on WhatsApp. During the WhatsApp
conversation, the scammer will pretend to be a
"customer service agent” and send out an unoffi-
cial file or hyperlink to entice the victim to down-
load and install the app to make an online pur-
chase.

A Trojan horse program is installed in the app,
and the scammer will ask the user to agree to
open all the permissions of the malicious app so
that the scammer can remotely monitor the citi-
zen's cell phone. The fraudster will then trick the

user into entering their online banking login de-

tails into the app, claiming that it is for payment
of shipping or other miscellancous fees. In the
meantime, the fraudster will obtain the victim's
complete set of login information through re-
al-time remote monitoring, then install an app
that pretends to be a map to intercept the vic-
tim's one-time password SMS.

As the fake program is too similar to the actual
map program, the victim often fails to recognize
the difference between the two and fails to re-
move the phoney map app. The victim remains
unaware of the fraudster's actions when the fraud-
ster steals the victim's bank details, transfers the
victim's bank deposits, and then uninstalls the ma-
licious program to destroy the victim's ID after
the fraudster has gained access to the victim's
bank account.

The investigation into the scam revealed a
shocking number of victims in Southeast Asia, ex-
ceeding 4,000. In Singapore alone, the police re-
corded a staggering 1,899 fraud cases in 2023, re-
sulting in a cumulative loss of over HK$197 mil-
lion. Hong Kong also saw its share of victims,
with 41 similar cases reported from September
2023 to April 2024, leading to a loss of $12 mil-

lion. These numbers are not just statistics, they
represent real people, like an 88-year-old man
who lost $6 million after falling for the scam
while trying to get a discount on a shopping web-
site.

The Trojan horse program used by the fraud-
ster group was purchased on the "dark web" and
was mainly hosted on servers in Hong Kong and
Malaysia. After in-depth investigations by the po-
lice in the three places, it was found that the rent-
ers of 50 Trojan horse program servers were two
Malaysian men. The Malaysian police arrested
two key members of the crime syndicate. In con-
trast, the Singaporean police arrested 140 people
from 2023 to the present, and the Hong Kong po-
lice arrested ten males and four females (aged be-
tween 19 and 61), who were mainly puppet ac-
count holders. They are suspected of using 31 ac-
counts to launder $34.5 million in criminal pro-
ceeds from February 2023 to April this year.

The Hong Kong Police have conducted digital
forensics on the server controlling the Trojan
horse program and have requested the relevant

social media platforms to remove the fake pages

& BB

involved in the case.
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A native chief suggested to called themselves as Okla-

homa. Okla was translated as people. And homa is red.
That's red people.— 1 1t 3 P {2 & i At 4 7% Oklaho-
ma » Oklaw# 55 ABE » homa #ZALERY > IIEEAE 40
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ENEEZA (Indiana )

The US Congress purchased the Indiana territory pre-
viously occupied by several tribes. Indiana was referring
to the several tribes collectively in the treaty. 3% B B € 7
AR TR E N T A o BSR4 AN R R A oh el
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B ( Oregon )

It could be "big paw", "a mis-spelled river name", "a
herb called big ear", or "hearing the water". HL ) ] i £4
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B EERT ( Texas )

Texas was translated from native word as friend or al-
ly to descrive the relationship among the four tribes. &5t
T TR DA e JU A A AR T 2K

g ~ dbiERMb ( South and North Dakota)

Before Dakotas were applying the statchood, they
were two regions of people living far apart. When came
to fixing the capital location, their emotions had boiled.
Finally, South and North Dakota were admitted as two
new states. 7E 2 BHL B & 29 N 2 F > 7 b s R EAREE
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aE (Maine )

Maine could be called as main or mainland > which
means main is to differentiate the mainland from the is-
lands around it. 4 ] M2 R SR BE - 78 RS B L
LR R e BELFC ] B ¢ S5 U [ 73 B 2K

PN ( Alaska )

S H 5

Alaska means in Aleut-language means the mainland.
In more detail, it is literally "the object towards which
the action of the sea is directed". Pl Hi B Ji 7 Bi] £ FH 55
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BER%E (Hawaii)

Hawaii may mean homeland. Some said Hawaii was
named after a Polynesian hero who discovered it. & 8 5
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FEA AR A ZE B ML AY S (Territories) :

Z£BFEEET ( American Samoa )

The source is uncertain. Samoa is compounded of
"Sa" meaning "tribe people" and "Moa" which means
"chicken" a highest-ranking titleholder of eastern (Ameri-
can) Samoa. FE R Sa (B ATIER) Al Moa (E /4
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EBEL#E (United States Virgin Islands )

Columbus gave them the name Saint Ursula and her
11,000 Virgins, later shortened to The Virgins, after the
legend of Saint Ursula. - ffi 17 15 FF 5y iy 44 2% 22 S R A
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B2 MBS ( Northern Mariana Islands )

The islands name was to honour Mariana of Austria,
then regent of Spain.i% & I it 44 J& 1 A2 2& BLH A ) 35
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B5 (Guam)

Guam means a "place that has" or" a place of resourc-
es" BEHEERE [ AR | 80 [FEIWEIR ) -

% %% & ( Puerto Rico )

In Spanish, Puerto Rico is a rich port. So ironic. It's
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