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Using Al cloning voice, scammer impersonating bosses in phone calls

Artificial intelligence (Al) tech-

nology is becoming more and

sters, who

more popular, but it has also be-
come a new technique for fraud-
use Al to simulate the voice or
even synthesize images of their targets, and
while most of their targets used to be celebri-
ties, even ordinary citizens are now becoming
victims.

A member of the public was recently de-
ceived by a fraudster who pretended to be his
top boss. His voice and accent were similar to
that of his boss, and the first caller only talked
about his work without mentioning money,
which initially didn't bother him. However,
the caller asked him to transfer money to pay
the fee, immediately making him suspicious.
He asked his immediate superior for his boss's
cell phone number and called him to verify
that the fraudster was the one he had met and
that he didn't fall victim to the fraud in the
end.

Some network experts have warned that
fraudsters can steal voice recordings through
constant calls or hack into their communica-
tion software to steal voice files, which, after
being interpreted and analyzed by Al, can be
used to simulate voice from voice samples and
mimic the pitch of voice in fraudulent ways.

Mr. Lau, a member of the public said that
he received a phone call at November 29
from a cell phone program called WhatsApp.
As his supervisor, the caller asked him to

come to his office the following morning to

talk. "He called me by name, and his voice
and accent sounded like that of a new supervi-
sor, and he only asked me to talk to him with-
out mentioning any money issues, so I
thought he only wanted to know about his
work from frontline staff, and I didn't have
any suspicions at that time," Mr Lau told
Hong Kong, Wen Wei Po.

Mr. Lau was on his way back to the office
the following morning when he received anoth-
er call from the other party. The fraudster ini-
tially said that he was in his office dealing
with different people and asked him not to
come to his office for the time being, but
The fraudster called

again in a few minutes, claiming that he want-

would call him Ilater.

ed to pay two people who were working for
him, but the other party did not accept cash
and asked Mr Lau to pay the money to the
other party on his behalf.

Mr. Lau was immediately suspicious and
said he did not use any payment tools such as
MoneyGram or PayMe, but only his ATM
card. He was told to go to a bank ATM to
withdraw money and to give him his bank ac-
count number so he could transfer money. "I
already had a problem with someone not ac-
cepting cash, but I was even more suspicious
when the scammer asked me how much mon-
ey I could get at the ATM, and he couldn't
even tell me how much he could pay to some-
one else, which made my suspicions even
worse.

He had not saved his new supervisor's cell

phone number but remembered that his super-
visor should have joined a WhatsApp group.
He logged in and found that the group did
not contain the fraudster's cell phone number
but only a phone number with an English
name. He called his immediate supervisor to
ask if the English name was his new supervi-
sor. After confirming this, he called his supervi-
sor to check and was told that the previous
caller to Mr. Lau was "definitely a Scammer".

The fraudster called Mr. Lau again soon af-
ter to ask if he had withdrawn money from
the ATM. Mr. Lau falsely claimed that he
had not withdrawn any money and asked for
his bank account number, but the other party
only told him to withdraw the money first and
then called him again to ask for his account
number, "I wanted to know his account num-
ber, but when he pressed the wrong ATM
number and got his card rejected, I asked him
to give me the account number first, so that I
could contact my other colleagues to check
the number, but he was still unwilling to pro-
vide me with the relevant information.

Mr. Lau said that he could come to his of-
fice to talk to him, but he immediately said
that it was not convenient for him to do so be-
cause he was afraid that if I went to his super-
visor's office, I would be exposed and he did
not know that his lie had already been blown.
The fraudster then called again, "I said that I
had not found recipient for the transfer, and
he claimed that the two people who handled

the business for him were still in the office
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and that he had become impatient with the de-
lay in receiving the payment.

Mr. Lau recalled that the fraudster's voice
and accent were very similar to that of his su-
pervisor. To verify the fraudster's identity, Mr.
Lau called the fraudster half a day later. He
suspected that the fraudster was caught by sur-
prise and had not turned on the "voice
change" system, that his voice was completely
different from his previous "boss", and that he
did not have a native accent. Mr Lau asked
the caller if he had called his supervisor in the
morning, "He was shocked for a moment and
then said 'yes'. I asked him why his voice dif-
fered, but he didn't respond and hung up. I
wonder if his voice was different because he
didn't have time to use the Al to disguise him-
self."

"The fraudster may have hacked into a col-
league's cell phone and found my phone num-
ber and other information in a group, and the
other party's voice is similar to that of my su-
pervisor, and it is possible that they used Al
to disguise their voice. Previously, there was a
Legislative Council member who was black-
mailed by a photoshopped photo of an Al,
and there was a legislator who was borrowed
by a fraudster who used Al to disguise his
voice to borrow money; I believe that this
type of fraud case will become more and

more common,” Mr. Lau said.
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