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The Law Reform Commission of
Hong Kong yesterday published a re-
@ port on Cyber-Dependent Crime and
Jurisdictional Issues, recommending
the introduction of a new piece of bespoke legisla-
tion on cybercrime to cover five types of cyber-de-
pendent crimes, with the maximum penalty being
life imprisonment. The recommendations in the
report are not merely a systematic overhaul of ex-
isting provisions currently scattered across ordi-
nances like the Crimes Ordinance; they represent
a significant legal step forward for Hong Kong to
proactively address the challenges of crime in the
digital age and safeguard public order. This initia-
tive 18 crucial for maintaining a clean cyberspace,
protecting the interests of citizens and corporate
entities, and preserving national security. The
Government should expedite research and follow
up on the implementation of these proposals,
while also conducting forward-looking research
and promoting legislation concerning artificial in-
telligence crimes, thereby fortifying the rule of law
as a bulwark for Hong Kong's long-term stability
and digital development.
Cybercrime incidents occur from time to time
in Hong Kong. For example, in August 2023, a

ransomware group hacked and extorted the com-
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puter systems of Cyberport, resulting in a mas-

sive data breach where large quantities of person-
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al data—including bank account details, ID num-
bers, and staff ID information—were subsequent-
ly published on the dark web. However, Hong
Kong has long lacked dedicated legislation to
deal with such incidents; prosecutions can only
rely on offences such as "criminal damage" and
"access to a computer with dishonest intent" un-
der the Crimes Ordinance. In a world where in-
formation technology evolves rapidly, the tradi-
tional legal framework is often inadequate for
tackling new forms of crime such as hacking, da-
ta theft, and ransomware attacks.

The Commission's legislative recommendations
demonstrate that Hong Kong's legal system is
keeping pace with the times, helping to create a
safer and more reliable cyber environment. The
five clearly defined categories of offences in the re-
port form a structured and comprehensive legal
framework for determining criminal liability. For
instance, the report recommends that "unauthor-
1sed access to programme or data without lawful
authority should be a summary offence” and that
"an aggravated form of the offence arises if the un-
authorised access 1s accompanied by an intent to
carry out further criminal activity." This allows
law-enforcement agencies to intervene at early
stages of hacking activities to prevent more serious
offences from occurring, reflecting a "preven-

tion-first" governance mindset.
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The legislative recommendations possess a
strong practical relevance and protective effica-
cy. In the digital age, the protection of personal
privacy, corporate commercial secrets, and even
the smooth operation of critical institutional in-
frastructure all depend on the security of cyber-
space. The report recommends extending the
scope of protection for the offence of unlawful in-
terception of data to cover "all communications"
and "metadata,” and introduces provisions for
extraterritorial jurisdiction. This ensures that
Hong Kong courts have the power to hear cases
as long as the criminal act or consequence in-
volves Hong Kong, or the victim is located with-
in Hong Kong. This means that whether a local
institution encounters cross-border data theft, or
a resident's social media communications are in-
tercepted by offenders abroad, they can rely on
the robust protection of Hong Kong law. This
greatly enhances the deterrent effect on potential
criminals and provides more solid support chan-
nels for victims.

Crucially, the proposed legislation also aligns
with the overarching requirements for safeguard-
ing national security. The report explicitly states
that acts of interfering with critical information
infrastructure—such as airport control towers or
railway signalling systems—could carry a maxi-

mum penalty of life imprisonment. Furthermore,
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Enacting Bespoke Cybercrime Legislation to Enhance Hong Kong's Digital and Technological Security

such acts may simultaneously contravene provi-
sions on sabotage in both the Hong Kong Na-
tional Security Law and the Safeguarding Na-
tional Security Ordinance. This would strength-
en the national security protection network with-
in the realm of cybersecurity, ensuring that any
attempt to paralyse social operations or endan-
ger public safety through cyberattacks faces se-
vere legal consequences.

While

against offences, the report also draws clear

recommending  stringent measures
boundaries between lawful activities and crimi-
nal conduct, preventing "one-size-fits-all" out-
comes that could inadvertently hinder technologi-
cal innovation or normal business operations.
The report recommends providing a defence of
exemption for cybersecurity professionals such as
"white-hat hackers", allowing them to conduct se-
curity testing under compliant conditions. Rea-
sonable liability exemptions are also proposed
for educational and research institutions, as well
as internet service providers. This legislative ap-
proach—strictly =~ combating malicious crime
while protecting legitimate professional activi-
ties—helps foster a digital ecosystem that is both
secure and vibrant, supporting Hong Kong's de-
velopment as an international innovation and
technology centre.
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