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Leveraging Al for Development While Guarding Against Risks: Avoid Merely Following Trends

open-source Al

E Recently, an

X/

ing the nickname

agent named OpenClaw, featuring

a lobster icon, has rapidly gained

popularity in the Mainland, earn-
From
High-tech

governments

"Lobster Farming".
Xiaoshan in Hangzhou to the
in  Hefei,

have rolled out subsidy schemes to encourage

Zone various local

businesses and individuals to deploy this

emerging technology. Simultaneously, howev-
er, reports suggest that state-owned enterpris-
es, government departments, and even major
banks have received notices to restrict or ban
the use of OpenClaw within office networks
to mitigate potential information security risks.
This stark contrast — enthusiasm on one side
and caution on the other — reflects the complex
landscape in which opportunities and challenges
coexist in Al's ongoing development. For Hong

Kong, which aspires to build itself into an inter-
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national innovation and technology hub, this
serves as both an important lesson and a chal-
lenge that must be handled prudently.

The reason OpenClaw has surged in populari-

ty lies in its success in lowering the threshold for
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using Al agents. Users with little programming
experience can deploy it locally and allow an Al
assistant to carry out tasks such as managing
emails, organising calendars, and even develop-
ing code. This model of "employing Al robots to
work" significantly boosts efficiency and ignites
market enthusiasm. Local governments have
been keen to promote it precisely because of its
enormous potential to upgrade industries and in-
vigorate the digital economy.

However, the double-edged nature of technol-
ogy is evident. MII'T (Ministry of Industry and
Information  Technology) Network — Security
Threat Information Sharing Platform has point-
ed out that, under default settings, some Open-
Claw instances contain serious security flaws,
making them highly susceptible to cyberattacks
and data leaks. Even more concerning is the rise
of numerous "quick-fix technicians”" offering in-
stallation services without adequate regulation.
Given the technical requirements involved, hand-
ing over installation to such unvetted providers
is akin to giving strangers the keys to one's digi-
tal home — a major hidden security risk.

New technologies are never inherently danger-
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ous, but blindly following trends while neglecting
risks can lead to disaster. In critical sectors such
as finance, public administration and national de-
fence, data security is vital to national interests.
Any potential vulnerability could be exploited
maliciously, resulting in immeasurable losses.
Therefore,

while promoting adoption is essential for the

strengthening security protections

healthy development of Al technologies.

Hong Kong enjoys the unique advantage of
being closely connected with both the Mainland
and the wider world, enabling it to access cut-
When
faced with emerging Al tools such as Open-

ting-edge global technologies swiftly.
Claw, the Hong Kong community should of
course study them seriously, deepen understand-
ing, and encourage research institutions and en-
terprises to explore viable applications — play-
ing well its role as a bridge. Yet such enthusiasm
must be tempered with sobriety. Hong Kong's
key sectors — finance, law, healthcare and oth-
ers — rely heavily on the stability and security
of information systems. Blindly adopting Al
agents that have not undergone adequate securi-

ty verification could lead to consequences too

grave to contemplate.

Therefore, as Hong Kong advances Al devel-
opment, it must uphold the principle of balanc-
ing innovation and security. On one hand, the
government should expedite the formulation of
security standards and compliance guidelines for
Al agents, and establish robust approval and
monitoring mechanisms to ensure that technolo-
gy is applied within controllable bounds.

On the other hand, the industry should be en-
couraged to strengthen independent research
and development, improve the security harden-
ing of open-source technologies, and avoid exces-
At the

same time, consideration could be given to set-

sive reliance on unvetted external tools.

ting up dedicated funds to support the develop-
ment of safe and trustworthy Al solutions, guid-
ing the market towards a more regulated and
professional direction. Only by doing so can
Hong Kong truly harness Al technologies to em-
power high-quality development, allowing inno-
vation to become a reliable driving force for so-
cial progress — rather than a source of hidden
risk.
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