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Al, Telegram bots, and Crypto: How illegal World Cup betting targets HK users
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With the FIFA World Cup finals approaching, foot-

ball fever is rising across the city. But behind the ex-
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citement, an illegal online betting war is also quietly
escalating.

An undercover investigation by Hong Kong Wen
Wei Po found that underground betting networks
have upgraded their entire operations this year—us-
ing Al automation, social-media big-data targeting,
Telegram bot-driven search tactics, and cryptocurren-
cy settlement to build a near-omnipresent "tech fly-
trap" designed to "harvest" users through algorithms.
Some operators even recruit ordinary netizens as
agents to attract new bettors by promising aggressive
commission rates. "The more your downline loses,
the more you earn—up to 55%." For example, they
claim that if a recruited bettor loses HKD 10,000,
the recruiter can earn HKD 5,500.
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In past World Cups, illegal betting often relied on
traditional "agents" recruiting in bars or among ac-
quaintances. This time, however, syndicates have
pushed into mainstream platforms such as YouTube,
Facebook, Instagram, and Google. According to the
investigation, simply searching for keywords like
"World Cup" or "match livestream" can lead to a

flood of betting "tips," links, and promotional content.

[REAT ) By =0 « B—2F [KOL K ATl
B o FTAE BB RIS - A2 AT
PE R > NS R A LAY e B AL
THHFRA > WEIMRTE - B2 [HHRIEE
EE o 2 ) B 2 YR SR R R B A A
RS SRR s I A DS RN RR R 65 S
&1~ TRmRE] AdFH 5 =2 [Telegram ¥
Ri5H] > NEDTATREE PG50 » Telegram
B SRR O i 5 K - IR s AT R T
R — A B S GR  V S R f BRE i
o I ] A W T

KOL + AI "disguised" funneling: accounts pro-
mote "free football analysis," publishing videos gener-
ated by Al to direct users to seemingly professional
"free Al match prediction" sites—then steer them to-
ward placing bets. New accounts with blunt advertis-
ing: low-effort accounts place offshore gambling links
directly in bios or posts, baiting users with offers such
as "deposit bonuses" or "celebrity endorsements."
Telegram search pollution: without needing cross-plat-
form traffic, operators exploit Telegram's own search
ecosystem—where bot-powered search engines cause
betting ads and diversion links to dominate results the

moment users type in related keywords.
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After interacting with Telegram bot links or leav-
ing search traces, the undercover reporter's phone
reportedly began receiving dozens of unsolicited pri-
vate messages from strangers inviting him to be-
come a recruiter: "Just bring people in. As long
as they bet, you can earn commission—lying
down and collecting.”
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Many platforms advertise "first deposit matched 1:
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1" and even claim "100% guaranteed compensation.”
But when the reporter asked customer service about
the terms, the response was blunt: "There's no free

lunch." Bonuses are often locked behind requirements

to wager at least five times—sometimes dozens of

times—the bonus amount before withdrawal is al-
lowed. Some "gift credits" cannot be used for sports
betting and can only be spent on other gambling
products, pushing users deeper into the ecosystem.
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The investigation also notes that newer "prediction
market" platforms have joined the competition, with
some promoted in the comment sections of certain
YouTube videos. Unlike traditional sports betting—
where odds are set by a bookmaker—prediction mar-
kets use an order-book model similar to that of finan-
cial derivatives. Users buy and sell "Yes/No" shares

tied to match outcomes, with prices moving in real
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Such fintech-style packaging can reduce the stigma
of gambling and create the illusion—especially among
younger users or the middle class—that they are mak-
ing "smart investments."

Yet the risks remain high, particularly because these
markets can trade 24 hours a day. During a match,
prices can swing rapidly, encouraging repeated
in-game trading—fueling compulsive behavior similar
to high-frequency speculation.makes it easier for people
to fall into compulsive trading, like trading cryptocur-
rencies or stocks, leading to deeper addiction.
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